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Tor es (b)(3) 50 USC + 3605 
Ce: -IMSO-IRRG-FOIA 


Subject: RE: (U) your case F13-0084 --- SECRETITK 
Attachments: NRO SIGINT_Initial Review.PDF 


Classification: -SEGCRET//PR- 


Upon removal of attachment(s), this document is UNCLASST FOUO 


tL 
Classified By: (b)(3) 10 USC + 424 
Derived From: INCG dated 20120213 


Declassify On: 20411231 
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Good Afternoon 








(b)(5) 
(b)(3) 10 USC + 424 
































V/R 

(b)(3) 10 USC + 424 
From: (b)(3) 50 USC + 3605 | 
Sent: : : 
Sil ednesday, August 31, 2016 1:53 PM - (b)(3) 10 USC + 424 





Subject: (U) your case F13-0084 


Classification: UNCLASSIFIED//FGR-OFFIGIAL USE-ONEY— 


Greetings 





(b)(3) 10 USC 1.424 
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(b)(5) 
(b)(3) 10 USC + 424 
(b)(3) 50 USC + 3605 








Thanks. 
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Classification: SHECRET//TK_ 
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From: 
Sent: 


To: 
Subject: 


Classification: 


Greetings ] 





| | (b)(3) 50 USC + 3605 


io — (b)(3) 10 USC + 424 








Lees your case F13-0084 


UNCLASSIFIED//-OR OFFICIAL USE-ONEY 
(b)(3) 





(b)(5) | 
(b)(3) 50 USC + 3605 





Thanks. 
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1 


Approved for Release: 2017/12/01 C05100930 





Approved for Release: 2017/12/01 C05100930 
a ab 








(b)(3) 10 USC 4 424 





























From: (b)(3) 10 USC 1+ 424 
Sent: Friday, July 12, 2013 1:51 PM 
To: (b)(3) 50 USC + 3605 
Ce: CiO-IMSO-IRRG-FOIA 
Subject: ‘FOIA Case F 13-0084 - Request for Consultation with NSA --- SECRETITRYNORORN. 
Attachments: F13-0084_Request for Consultation.PDF; Att 1_F13-0084_Richelson Request.pdf; Att 2 

SIGINT War Successes Docs 1-2-3. pdf: Att 3 Changing 1 the face of SIGINT Doc 5 nef 
Signed By: | (b)(3) 10 USC + 424 








Classification: SBCGREPSCTROCNOPORIT 


Classified By: (b)(3) 10 USC + 424 
Derived From: INCG dated 20120213 
BeGree tty On: 20381231 























(b)(3) 50 USC + 3605 


Good Afternoon 











Attached is a request for consultation with NSA, along with corresponding attachments: request letter (Att 1) and four 
documents for review (Att 2 & 3). 


We are in the process of review and treatment of the these documents for NRO equities, and wish to consult with you 
concurrently, therefore clean copies are provided to you for your review for NSA equities. If you have any questions, 
please do not hesitate to contact me. 


Request acknowledgement of this e-mail and ail attachments. 


Thanks, 








(b)(3) 10 USC 4 424 
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NATIONAL RECONNAISSANCE OFFICE 


14675 Lee Road 
Chantilly, VA 20151-1715 





11 July 2013 


MEMORANDUM FOR THE NATIONAL SECURITY AGENCY 
INFORMATION AND PRIVACY COORDINATOR 


SUBJECT: Freedom of Information Act (FOIA) Consultation - 
Mr. Jeffrey Richelson 


REFERENCE: (U) National Reconnaissance Office 
Case Number F13-0084 


(U) In our search for records responsive to a Freedom of 
Information Act request from Mr. Jeffrey Richelson, dated 30 
April 2013, the National Reconnaissance Office (NRO) has 
identified six records responsive to his request, four of which 
contain NSA equities. These documents, totaling twelve pages, 
are attached for your review, treatment, and return to the NRO. 
Records 1 through 3 are combined in attachment 2. 


(U) Per Department of Justice guidance, agencies are 
encouraged to place consultations in their queue based on the 
date of the initial request, in this instance, 30 April 2013. 


(U/ APOBS} If you have any questions, please contact | (b)(3) 10 USC + 424 


the Case Analyst, at or 
and reference case number F13-0084. 


= J. Davis 
Chief, Information Review 


and Release Group 



































Attachments: 
1. (U) Mr. Richelson request dtd. 30 April 2013 
2. (S/7STTPERAANQEORN) SIGINT War Successes (Doc 1-3) (7 pgs) 
3. (S/TSTAABKL/NOFORN) Changing the Face of Technical SIGINT (Doc 5) 
(5 pgs) 
UNCLASSIFIED when separated from 
attachment 
DECL ON: (b)(3) 10 USC + 424 
DRV FROM: NRO SCG 6.0 
21 May 2005 
SREREEA‘SE AER HOPoRIN 


Approved for Release: 2017/12/01 C05100930 


Approved for Release: 2017/12/01 C05100930 ey 





JEFFREY RICHELSON PAGE 61 (b)(6) 








@5/81/2813 10:35 





JEFFREY T.RICHELSON 





(b)(6) 











April 30, 2013 


Douglas J. Davis 
Information Access and Release Team 


uh 
National Reconnaissance Office Ww 
14675 Lee Road ( MAY 02: 
Chantilly, Virginia 20151-1715 in rey 





Dear Mr. Davis: 


This is a request under the Freedom of Information Act as amended (5 U.S.C. 522). 
I request copies of the following Space Sentinel articles: 


SIGINT War Successes. (1,1) 2003 

NRO Signals Intelligence (1,1) 2003 

NRO Signals Preparations (1,1) 2003 

NRO SIGINT Outlook (1,1) 2003 

Changing the Face of Technical SIGINT 1, 2 (Winter 2004) 
[Deleted] ELINT Geolocation Reaches the .... 4, 1 (Spring 2006). 


The FOIA provides that if only portions of a record are exempted from release, the 
remainder must be released. I therefore request that I be provided with all nonexempt portions 
which are reasonably segregable I particularly request that it be kept in mind that there may exist 

_ reasonably segregable portions of classified paragraphs. I also request that any present classified 
material be considered for declassification. 


To permit an intelligent, informed decision as to whether or not to file an administrative 
appeal of any denial decision, I also request that you describe in detail the withheld records (or 
portions thereof) and explain the logical and factual basis for exemption claims. See Mead Data 


y. Department of the Air Force 566 F.2d 242, 251 (D.C. Cir. 1977). 


T also request a fee waiver. The fee waiver provisions under section 552 (a) (4) (A) of the 
FOIA, as amended on April 25, 1987, rewrote section 552 (a) (4) (A) to create categories of 
requesters entitled to fee waivers. Under those provisions, I qualify for exemption from fees in 
the "news media” category. The U.S. Court of Appeals for the D.C. circuit has unanimously held 
that for FOIA fee waiver purposes "representatives of the news media” includes any individuals 
who regularly publish or disseminate information to the public. (See Natio 
U.S. Department of Defense, No. 88-5217, D.C. Circuit, July 28,1989, as well as Electronic 


Privacy Information Center v. U.S. Department of Defense No. 02-1233, United States District 


Court for the District of Columbia, January 16, 2003). 
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I easily meet this criteria as a result of my books and articles, which have appeared in a 

wide variety of publications. (A vita is available upon request). My books include Defusing 
Armageddon: Inside NEST, America’s Secret Nuclear Bomb Squad (WW Norton, 2009); Spying 
of the Bomb: American Nuclear Intelligence from Nazi Germany to Iran and North Korea (WW 
‘Norton, 2006); The Wizards of Langley: Inside the CIA’s Directorate of Science and Technology 
(Westview, 2001); America’s Space Sentinels: DSP Satellites and National Security (University 
Press of Kansas, 1999); The U.S. Intelligence Community (Westview, 4th ed.1999); and 
America's Secret Eyes in Space (Harper & Row, 1990). 


My articles and commentaries have appeared in Scientific American, Air Force Magazine, 
Bulletin of the Atomic Scientists, Jane's Intelligence Review, International Journal of 
Intelligence and Counterintelligence, ISR Journal, Armed Forces Journal International, Defense 
Week, The National Interest, the Washington Post, the Los Angeles Times, the Boston Globe, and 


Newsday. 


My intended use of the material requested above, and in light of my extensive 
publication record, clearly meets the criteria established by statute and case law for preferred fee 
status under the FOIA as a representative of the news media. As such a representative I am 
entitled to have search and review fees waived. And given the contribution of my work to 
enhancing public understanding of the government operations J request that you also waive 
reproduction fees. 


Tam willing to pay photocopying fees associated with this request, but if it is expected 
that the fee will exceed $25 I request that I be notified in advance. 





I look forward to your response within the statutory time period. If you have any 
questions about this request, please contact me at (phone), or at (b)(6) 

















Sincerely, 
fil '—— 


Jeffrey T. Richelson 
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| certify that this shipment is for the official movement of classified and/or sensitive materials in support of government programs and does not contain personal items, 
unclassified office supplies, or iterns to circumvent weight limitations applicable to unaccompanied air frieght ar household effects. To the best of my knowledge, the 


information listed is accurate and complete. 
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NATIONAL RECONNAISSANCE OFFICE 
14675 Lee Road 
Chantilly, VA 20151-1715 





22 August 2013 


Mr. Jeffrey T. Richelson 














Dear Mr. Richelson: 


This is in response to your e-mail dated 30 April 2013, received 
in the Information Management Services Office of the National 
Reconnaissance Office (NRO) on 2 May 2013. Pursuant to the Freedom 
of Information Act (FOIA), you are requesting you are requesting “the 
following Space Sentinel articles: 


SIGINT War Successes (1,1) 2003 

NRO Signals Intelligence (1,1) 2003 

NRO Signals Preparation (1,1) 2003 

NRO SIGINT Outlook (1,1) 2003 

Changing the Face of Technical SIGINT 1,2 (Winter 2004) 
[Deleted] ELINT Geolocation Reaches the.... 4,1 (Spring 2006)” 


Your request is being processed in accordance with the Freedom 
of Information Act, 5 U.S.C. § 552, as amended. A thorough search of 
our files and databases located sixteen pages that are responsive to 
your request. 


As an interim release, two documents requested, totaling four 
pages, are being released to you in part. The remaining four 
documents, totaling twelve pages, have been sent to another agency 
for review. Material being withheld is denied pursuant to FOIA 
exemptions (b) (1), (b) (3) and (b) (6), as explained herein: 


(b) (1) is the basis for withholding information that is 
currently and properly classified information under Executive 
Order 13526, Section 1.4(c) and (g); 


(b) (3) is the basis for withholding information exempt from 
disclosure by statute 10 U.S.C. § 424 which states: “Except as 
required by the President or as provided in subsection (c}), no 
provision of ‘law shall be construed to require the disclosure of 
(i). The organization. of any Punceion 26° 442). . ~ Humber “or 
persons employed by or assigned or detailed to any such 
organization or the name, official title, occupational series, 
grade, or salary of any such person .. . (b) Covered 
Organizations . . . the National Reconnaissance Office”; and 
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(6b) (6) is the basis for withholding information which, if 
released, would constitute a clearly unwarranted invasion of the 
personal privacy of individuals. 


Since we have been unable to provide a complete response within 
the 20 working days stipulated by the Act, you have the right to 
consider this as a denial and may appeal to the NRO Appeal Review 
Panel, 14675 Lee Road, Chantilly, VA 20151-1715 within 60 days of 


the date of this letter. It would seem more reasonable, -however, to 
have us continue processing your request and respond as soon as we 
can. You may appeal any denial of records at this time. Unless we 


hear from you otherwise, we will assume that you agree, and will 
proceed on this basis. 


If you have any questions, please call the Requester Service 
Center at (703) 227-9326 and reference case number F13-0084. 


f 
+ —| a 
Douglas J. Davis 


Chief, Information Review 
and Release Group 


Sincerely, 





Enclosures: Two Sentinels (4 pages) 
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Dynamic Content - Highest Possible Classification: 


TIER Tracking Information and E: 


NATIONAL RECONNAISSANCE OFFICE 





Action Response Reply 


*Classification: UNCLASSIFIED iL] 


Action Title: 2013-03129 - FOIA Case F13-0084 - FINAL REVIEW to OGC (J. Richelson) 
From: GC-Tracker 


To: CIO-IMSO-FOIA-Tracker 
FYI: (b)(3) 











Response: Final: Concur 





R Details: 
esponse Details: 98/21/2013 16:21 -- -- Submitted by: (b)(3) 








Documents: 
Status: Response has been made 


Comments: 


All (b)(3) redactions on this page pursuant 
to 10 USC 424 


Attachments: Browse/Select multiple files, then click [Upload]. 
To attach uploaded files to the Action, [Submit] the Action. 


manne 





Wednesday, August 21, 2 (b)(3) 
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Note: [Clear List] only removes the documents that are pending upload. 
Select [Cancel] at the bottom of the Action to prevent attachment of the Uploaded documents. 


Uploaded Documents: 


Reply Back to Action 


For additional help using this tool, please see the User Guide 


For technicai difficulties, please contact the MSC Operations Center - Hotline:| ——_(b)(3) 10 USC + 424 


BRO Jar? ToS BY 


NAG MSC 


Warning: This document may not be used as a source of derivative classification. Page contains dynamic content. 
Dynamic Content - Highest Possible Classification: FOP SECRETISTTRINOFORN __ 





an 
Wednesdd®)(3) 10 USC 5.424 
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Modify Action § Hold Action J Close Action 









xX 





Action Details 


Classification: UNCLASSIFIED/F60e— Lead CiO-IMSO-FOIA-Tracker 
Organization: 
Action Title: 2013-03129 - FOIA Case F13-0084 - FOI: 


FINAL REVIEW to OGC (J. Richelson) 











Assigned By: CIO-IMSO-FOIA- POC: Date Due: 8/20/2013 (View Change Histor (b)(3) 
Tracker 
Assigned To: GC-Tracker FYI: 





Description: What needs to be done? 


(U) Request OGC conduct a FINAL REVIEW for an interim release to Mr. Jeffrey Richelsc 
response to his FOIA request. 


(U) Link to Case Summary and coresponding files can be found at: 








Why it needs to be done? 




















All (b)(3) 
(U) FOIA, 5 U.S.C. § 522 as amended redactions on 
this page 
Cc ts: pursuant to 10 
omments: USC 424 
Attachments: 
Created By: on August 6, 2013 at 1:06 (b)(3 
Action Status 
Date Due Assigned To Date Assigned Status Response Attachments Details 
08/20/2013 GC-Tracker 08/06/2013 Pending 0 
3) 
Tuesday, August 06, 2013 (b)(3, 
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No Subordinate Assignments available. 
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For additional help using this tool, please see the User Guide 
For technical difficulties, please contact the - Hotline: 
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NAG MSC 


Warning: This document may not be used as a source of derivative classification. Page contains dynamic content. 
Dynamic Content - Highest Possible Classification: FOB-SEGRETHGLAGHOFORN-— 





(b)(3) 10 USC + 424 
Tuesday, August Uo, ZUI13 





Approved for Release: 2017/12/01 C05100930 





TIER - Action Response Approved for Release: 2017/12/01 C05100930 “a August 06, 2013 
Dynamic Content - HigiMM Possible Classification: 





cece pene rrr men acerca meneame eae 


Action Response Reopen Response J Back to Action 


*Classification: | UNCLASSIFIED 
Action Title: 2013-02902 - FOIA Case F13-0084 - Final Review by OSC & OS&CI (Richelson) 
From: Sec-SPIART-Tracker 
To: ClO-IMSO-FOIA-Tracker 
= (b)(3) 











Response: Final: Concur 











Respons 
Detaile. 08/05/2013 14:01 -- (U) The treated items reveal no NRO information that would 
preclude public release. Release in Part. -- Submitted by:] (b)(3) 
Documents: 


Status: Response has been accepted 





Comments: 





08/06/2013 08:50 -- -- Submitted by: 
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Action Title: 2013-02902 - FOIA Case F13-0084 - Final Review by OSC & OS&CI (Richelson) 
From: BPO-IART-OSC-OCC-TRACKER 
To: ClO-IMSO-FOIA-Tracker 
FYI: 


Response: Final: Concur 








R 
Details: 07/26/2013 10:41 -- Concur--OSC and OS&CI-- ~- Submitted by: 
USA CIV 
Documents: 


Status: Response has been accepted 





Cc ts: 
hl 07/26/2013 10:50 -- -- Submitted by: | 





Reopen Response § Back to Action 


For additional help using this tool, please see the User Guide 
For technical difficulties, please contact the - Hotline: 
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Action Details Modify Action | Hold Action | Close Action 


Classification: UNCLASSIFIED/F6ue- Lead CiO-IMSO-FOIA-Tracker 
Organization: 
Action Title: 2013-02902 - FOIA Case F13-0084 - Final FOI: 


Review by OSC & OS&CI (Richelson) 


Assigned By: CIO-IMSO-FOIA-Tracker POC: Date Due: 8/6/2013 (View Change History) (b)(3) 
Assigned To: BPO-IART-OSC-OCC- FYI: 
TRACKER 


Sec-SPIART-Tracker 


Description: What needs to be done? 


(U) The IRRG requests OSC and OS&Ci conduct a FINAL REVIEW of documents requested by Mr. 
Jeffrey Richelson. Link/Path to the documents 
that comprise this case follows. Please refer to the Case Summary for details. 





(b)(3) 





Why it needs to be done? FOIA Law. 











Comments: 
All (b)(3) redactions on this page 
pursuant to 10 USC 424 
Attachments: 
Created By: on July 23, 2013 at 3:39 P(D)(3) 
Action Status 
Date Due Assigned To Date Assigned Status Response Attachments Details 
08/06/2013 BPO-IART-OSC-OCC-TRACKER 07/23/2013 Pending 0 
08/06/2013 Sec-SPIART-Tracker 07/23/2013 Pending 0 





Tuesday, July 23, a(b)(3) 
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Sent: 
To: 
Ce: 
Subject: 


Signed By: 
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Friday, July 12, 2013 2:25 PM 




















U) RE: FOIA Case F13-0084 - Request for Consultation with NSA --- 
SECRETIONS 








Classification: SEGREHARGNNCFORN- 























(U) There’s no on this alias, but I’m confirming receipt of this consultation for NSA. 





V/R, 
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From: 

Sent: Friday, July 12, 2013 1:51 PM 

To: 

Cc: CIO-IMSO-IRRG-FOIA 

Subject: FOIA Case F13-0084 - Request for Consultation with NSA --- SEC /NOFORN 


Classification: -BeREE(42.(“WereRs- 


Classified By: 
Derived From: 
Declassify On: 














INCG dated 20120213 
20381231 





Good Afternoon 











CIO-IMSO-IRRG-FOIA; ) | (6)(3) 50 USC + 3605 


(b)(3) 10 USC 4 424 


(b)(3) 10 USC + 424 
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(b)(3) 10 USC + 424 


(b)(3) 50 USC + 3605 


Attached is a request for consultation with NSA, along with corresponding attachments: request letter (Att 1) and four 
documents for review (Att 2 & 3). 


’ We are in the process of review and treatment of the these documents for NRO equities, and wish to consult with you 


concurrently, therefore clean copies are provided to you for your review for NSA equities. 


please do not hesitate to contact me. 
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Request acknowledgement of this e-mail and all attachments. 
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anks (b)(3) 10 USC + 424 
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